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(57) ABSTRACT 

Disclosed below are representative embodiments of methods, 
apparatus, and systems for monitoring and using data in an 
electric power grid. For example, one disclosed embodiment 
comprises a sensor for measuring an electrical characteristic 
of a power line, electrical generator, or electrical device; a 
network interface; a processor; and one or more computer 
readable storage media storing computer-executable instruc 
tions. In this embodiment, the computer-executable instruc 
tions include instructions for implementing an authorization 
and authentication module for validating a software agent 
received at the network interface; instructions for implement 
ing one or more agent execution environments for executing 
agent code that is included with the software agent and that 
causes data from the sensor to be collected; and instructions 
for implementing an agent packaging and instantiation mod 
ule for storing the collected data in a data container of the 
software agent and for transmitting the software agent, along 
with the stored data, to a next destination. 
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FIELD 

[0002] This application relates generally to the ?eld of 
poWer grid monitoring and control. 

BACKGROUND 

[0003] The number of sensors and controllers connected to 
the electric poWer system is expected to groW by several 
orders of magnitude over the next several years. HoWever, the 
information netWorks that are currently used to transmit and 
analyze data on the system are ill-equipped to handle the 
volume of communications resulting from the increased 
number of sensors. For example, the current information net 
Works are incapable of delivering large amounts of data col 
lected by the sensors in a predictable, time-effective, and 
reliable manner. 

[0004] Without the ability to manage and use data from the 
sensors, the deployment of sensors into the poWer grid (e.g., 
phasor measurement sensors into the transmission system 
and smart meters into the distribution system) Will not result 
in the desired improvements. For example, conventional 
information netWorks for poWer system are incapable of man 
aging tWo-Way poWer ?oW, thus hampering efforts to fully 
utilize distributed generation capabilities (e.g., poWer genera 
tion from home solar panels, electric vehicles, and the like). 
[0005] Accordingly, improved systems, methods, and 
apparatus for managing and using data in an electric poWer 
grid are desired. 

SUMMARY 

[0006] Disclosed beloW are representative embodiments of 
methods, apparatus, and systems for monitoring and using 
data in an electric poWer grid. Certain embodiments, for 
example, bring intelligence from the control rooms of a utility 
to devices located at or near customer premises. The applica 
tion of the disclosed embodiments to electrical utilities and to 
a poWer grid should not be construed as limiting, hoWever, as 
the disclosed technology is more generally applicable to other 
environments in Which agent-based data communications are 
desired. 
[0007] Among the exemplary embodiments disclosed 
herein is a method that comprises receiving data representing 
a softWare agent, the data including data indicating a crypto 
graphic signature for the softWare agent, data indicating 
resource requirements for executing the softWare agent, and 
executable code for performing an agent task; determining 
that the executable code is authorized for execution; and 
executing the executable code on a processor, thereby per 
forming the agent task. In this exemplary method, the deter 
mining that the executable code is authorized for execution 
comprises verifying that the softWare agent is authorized 
using the data indicating the cryptographic signature, and 
verifying that suf?cient computing resources are available for 
the softWare agent using the data indicating the resource 
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requirements. In certain implementations, the data represent 
ing the softWare agent further comprises data indicating an 
identity of an initiator of the softWare agent, and the act of 
determining that the executable code is authorized for execu 
tion further comprises verifying that the initiator is a recog 
nized and authorized initiator using the data indicating the 
identity of the initiator of the softWare agent. In some imple 
mentations, the data representing the softWare agent further 
comprises data indicating a cryptographic signature for con 
?guration data of the softWare agent (the con?guration data 
indicating parameters for the executable code and destination 
nodes for the softWare agent), and the act of determining that 
the executable code is authorized for execution further com 
prises verifying that the con?guration data of the softWare 
agent has not been altered using the cryptographic signature 
for the con?guration data. In certain implementations, the 
data representing the softWare agent further comprises data 
indicating a cryptographic signature for mutable data of the 
softWare agent, and the act of determining that the executable 
code is authorized for execution further comprises verifying 
that the mutable data of the softWare agent has not been 
altered using the cryptographic signature for the mutable 
data. In some implementations, the method is performed by 
computing hardWare in communication With one of (a) a 
sensor for measuring an electrical parameter of a poWer line 
of a poWer grid, (b) a sensor for measuring an electrical 
parameter of a distributed generator coupled to the poWer 
grid, (c) an electrical meter for a household coupled to the 
poWer grid, (d) a control unit for one or more household 
electrical devices that receive poWer from the poWer grid, or 
(e) a control unit for controlling poWer distribution on the 
poWer grid. In certain implementations, the act of executing 
the executable code comprises instantiating an instance of an 
agent execution environment, and executing the executable 
code in the agent execution environment. In some implemen 
tations, the agent task is to update agent code for an existing 
agent. In certain implementations, the method further com 
prises receiving data from a sensor as a result of executing the 
executable code on the processor; storing the collected data in 
a mutable data container of the softWare agent; and transmit 
ting the softWare agent, along With the collected data, to a next 
destination in a manner in Which the mutable data container is 
protected from tampering during transmission. The sensor in 
such implementations can be con?gured to measure an elec 
trical characteristic of a poWer line, a distributed generator, or 
an electrical device. 

[0008] Another exemplary embodiment disclosed herein is 
a system comprising a sensor for measuring an electrical 
characteristic of a poWer line, electrical generator, or electri 
cal device; a netWork interface; a processor; and one or more 
computer-readable storage media storing computer-execut 
able instructions. In this embodiment, the computer-execut 
able instructions include instructions for implementing an 
authorization and authentication module for validating a soft 
Ware agent received at the netWork interface; instructions for 
implementing one or more agent execution environments for 
executing agent code that is included With the softWare agent 
and that causes data from the sensor to be collected; and 
instructions for implementing an agent packaging and instan 
tiation module for storing the collected data in a data con 
tainer of the softWare agent and for transmitting the softWare 
agent, along With the stored data, to a next destination. In 
certain implementations, the sensor is a phasor measurement 
sensor. In some implementations, the system is part of an 
















































